
How to set up, connect to, and put VNC on a CU Boulder Cloud Instance
Step 1.

Go to https://cloud.cs.colorado.edu/auth/login/?next=/ and login with your CU Identikey
Step 2.

Set your project in the top bar to Information Science - Recsys

Step 3.
Go to the instances page and launch an instance (Compute -> Instances -> Launch Instance)

Step 4.0.
On the first page of the Launch Instance Menu Set a name and a description for your instance
then click Next.

https://cloud.cs.colorado.edu/auth/login/?next=/


Step 4.1
On the next page set the OS or Source for your instance. Find the Distro you want, then click
the up arrow on the right side to select the image you want to boot from. The boot volume size
will be set automatically for the distro you choose. Then click next

Step 4.2
On the next page select the instance flavor or size you need. Do be mindful of over provisioning
for your needs as there are limited CPU and RAM available. Use the up arrow on the right side



to select the instance flavor you need. Then click next.

Step 4.3
Now we need to set up networking for our instance. There are two choices, one will allow
access from any public IP, and the other will allow for access from within the CU network. This
includes the VPN which is the route we will be using for this demo. Use the up arrow to select a
projectnet ID between 1820 & 2564.



Step 4.4
Next skip down to the Security group section. Use the Up Arrow to add the ICMP-Restricted and
SSH-Restricted security groups which will allow SSH and Ping from the VPN as well as other
CU private networks. Add these 2 groups and click next.



Step 4.5.1
Use the create Key Pair Option on this page to create an SSH Key. Once you have created it,
copy the private key to the clipboard. This is your only chance to get this private key and without
it you will not be able to access the instance.



Step 4.5.2
Now we need to save the text from this key to a file we can use later to connect to the instance.
Open a terminal window and type the following command

vim ~/.ssh/your_key_name
Once VIM is open press the “i” key to enter insert mode and paste the data for your private key.
Next press “Escape” to exit insert mode and return to system mode. Then type “:wq” to write the
file and quit vim.



Step 4.5.3
Next we need to set  the proper permissions for the Private key file. Do this by running the
following command in your terminal.

sudo chmod 400 ~/.ssh/your_private_key

Step 4.6
Once you have saved your private key, you can use the launch instance button to launch the
instance, this will take 1 to 2 minutes to complete.



Now we need to set a Floating IP to allow the instance to talk to the greater CU network
including the VPN, The IP we assign will also be the one we use when SSH-ing to the instance

If no floating IP’s are available we can allocate a new one to the project from the network
section. Set the Pool to Scinet-Internal, and then leave all other options blank and click Allocate
IP.



Step 4.7
The default size of the boot drive will be too small for use to install a GUI without filling the disk
to 100% and rendering the system unusable. So we are going to extend the volume that was
automatically made and attached for us when we created the instance. Go to Volumes ->
Volumes and find the volume attached to your instance from the list.

Once you find the instance, select extend volume from the far right drop down in the menu and
set the size of the Volume to a more reasonable size like 16GB, 32GB, 64GB.

Once this is complete we can move on to connecting to the instance.



Step 5.
Open a terminal and ssh to the box with the following command. This assumes Ubuntu as the
target Distro, others may have other user names. The IP and Private Key Name will also change
for your instance.

Open a terminal and connect to the VPN before proceeding.

Step 6.
Connect to the instance with the following command

ssh -i ~/.ssh/your_key_file ubuntu@flo.tin.g.ip (10.224.68.X)

You will be prompted to accept the fingerprint for the remote system, type yes then you will
arrive at a terminal on the remote system.

Step 7.
Once you are there, run the following command to check how much space there is on your
volumes

df -h

mailto:ubuntu@flo.tin.g.ip


Since the volume size is still 4GB  rather than the lager size we expected we will need to reboot
the machine for it to expand its boot disk. Do this by running the following command

sudo reboot

Wait 1 to 2 minutes for the remote machine to finish rebooting then run the SSH command
again to reconnect.

ssh -i ~/.ssh/your_key_file ubuntu@flo.tin.g.ip (10.224.68.X)

Step 8.
Once you are connected, we are going to update the package manager before we start
installing new tools. Do this by running the following commands

sudo apt update
sudo apt upgrade

Press “Y” to agree to install the new packages then wait for them to finish, this will take 2 to 3
minutes. If you see a message about updating the kernel, accept the update, then accept the
default services to be restarted on the next page. Once the upgrade is complete reboot the
system to allow the kernel to fully update before proceeding. Then reconnect.

Step 9.
Next we are going to install the tools for the VNC server, this will allow us to have access to a
GUI on the remote box. Do this by running the following command on the remote machine.

sudo apt install tigervnc-standalone-server tigervnc-xorg-extension tigervnc-viewer

mailto:ubuntu@flo.tin.g.ip


Press “Y” to install then allow it to complete.

Step 10.
Next we will install the desktop environment, for this example we are using Gnome which is the
default for Ubuntu Desktop, however since this is a CLI only server install it does not have this
installed. We are going to install it using the following command.

sudo apt install ubuntu-gnome-desktop



This is a large package (2GB of downloaded data) and will take about 5 min to download and
install. Press “Y” to accept the installation and grab a cup of tea.

Once the installation has finished we have a few more small things to take care of before we
can access the desktop on this instance.

Step 11
First we need to set a VNC password for access to the machine. Use the following command to
set your VNC password, when prompted to set a view only password respond “n” as we do not
need view only access to this machine

vncpasswd



Step 12
Now we are going to set a password for the Ubuntu user, this will allow us to login to the
desktop through the user login window, as the system has no way of doing Pub Key Auth when
logging in to the desktop over VNC. Set the password for the Ubuntu user with the following
command.

sudo passwd ubuntu



Step 13
Now that we have the passwords for our Ubuntu user and VNC set we need to start the VNC
Service on the remote machine. Do this by running the following command

vncserver

You should not receive any error messages, however if you do, try rebooting the machine as we
have made a lot of changes this session. Additionally if there is an error related a VNC service
already running you can terminate all running vnc sessions with vncserver –kill :* .

Once the service is started we need to move back to our local machine to take care of
accessing the remote instance.

Step 14
Download and install VNC Viewer from Real VNC at This Link

https://www.realvnc.com/en/connect/download/viewer/


Step 15
Once you have installed VNC Viewer open a new tab in your terminal and run the following
command to establish an SSH tunnel between the localhost IP on your local machine and the
remote box on port 5901 which is used for VNC sessions.

ssh -i ~/.ssh/your_private_key -L 5901:127.0.0.1:5901 -N -f -l ubuntu 10.224.68.X

Once the tunnel is established we can use VNC viewer to connect to the graphical desktop on
the remote host. Open VNC viewer and connect to the following IP and Port number

127.0.0.1:5901

You will be prompted to enter the password for VNC that you set earlier. Enter that password
and you will arrive at the desktop



Complete the initial setup and you will have access to the desktop. You may not be prompted for
the password you set for the ubuntu user on the first login, however you will need it for future
sessions.

If the interface is very low detail or very slow to respond, use the gear icon in the top bar in the
VNC window to change the detail level.

You are now ready to use your remote instance as if it was any other desktop, congratulations
and have fun.


